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White Flag Year of The Military Junta

2024 Annual Report for The Propaganda of Myanmar Military Propagandists
The Red Flag December, 2024

“It is not a lie when you are ordered to lie.”
Rihab Taha,

Iragi Specialist in Biological Warfare

Introduction

The Red Flag team compiled and published nine case studies in 2024, addressing
matters of special concern and emergency procedures. Two reports, covering the initial
and subsequent four weeks of the year, have already been disseminated.

The military council (SAC), known for its illegal coup and widespread human rights
violations, systematically employed propaganda on social media platforms supported by
its loyalists. These efforts were aimed at concealing its actions, psychologically
manipulating civilians, and attacking revolutionary forces. In response, the Red Flag team
has monitored these activities to compile the 2024 Annual Report, which highlights the
potential consequences of false news and disinformation.

The report covers themes such as the methodology, an analysis of the
proliferation of false news and disinformation in 2024, assessments of harmful content, a
study on information operations, numerical data, and a denotation of relevant keywords.
It provides a comprehensive overview of strategies to counter and manage the spread
of misinformation/disinformation on social media, alongside mandatory measures
requiring attention in 2025.
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Summary of the report

The military regime intensified its efforts as its losses escalated, with its
propagandists attempting to salvage the junta from failure or reverse the unfavorable
outcomes. Their tactics included targeting innocent civilians as hostages, described
metaphorically as "burning a house to smoke out a rat." which is to describe a situation
when someone cannot overpower someone else, they try to suppress whatever related
to that individual. 2024 was a year in which the regime and its supporters engaged in
relentless activities, seeking innovative methods to spread false information and attract
audiences through emerging platforms like TikTok, shifting from a traditional and boring
news presentation.

The Second Wave Operation 1027: The military regime systematically lost
control over most of Rakhine State, surrendering territory gradually. In response, they
intensified online hate speech and conducted relentless propaganda campaigns. This
includes targeting the Rakhine population while simultaneously inciting animosity
against the Rohingya community. Additionally, they enforced the Military Conscription
Law and used it to justify forcibly sending captured individuals to warzones, framing this
action as legal. Ethnic armed groups in northern Shan State were labeled as terrorists,
and the Chinese population also became targets of the regime's hostility.

Silent strike: In an effort to deter civilian resistance, the junta sought to suppress
a silent strike organized to honor the birthday of Daw Aung San Suu Kyi. Just as the junta
incited such actions, they actively abetted the arrest to those participating in the strike.
Evidence suggests that the junta initiated a campaign to frame citizens, including
Myanmar nationals residing in Thailand, as terrorist supporters. Burmese immigrants in

Thailand, many of whom fled due to various reasons, faced increasing suppression and
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challenges. Simultaneously, the SAC imposed excessive taxation on these immigrants,
worsening their difficulties.

Another significant concern was the emergence of a militia group targeting and
killing the civilians. Soon after the Black Death Squad (in Burmese: Anat Yaung Tay Min
Ta Man Squad) surfaced, there were up to six murder cases reported, seemingly
appearing to be orchestrated to portray as if the civilians had killed each other. It was
the exact timing that the Kyaw Swar Telegram channel incited violence against the
ordinary supporters of the NLD. Additionally, the Bamar National Defense group
emerged, posing a direct threat to local people in northern Shan State. There had been
cases of them promoting religious and ethnic divisions by alleging discrimination and
oppression against Bamar individuals by ethnic groups.

Chapter 2 examines the various propaganda mechanisms employed by the
military regime. False news and misinformation were disseminated in Burmese, Chinese,
and Bengali, particularly in the contexts of northern Shan State and Rakhine issues. These
efforts were not confined to online spaces but extended to frontline operations. For
instance, coats and jackets supplied to frontline soldiers were printed with falsified
information sourced from Telegram channels for propaganda. Furthermore, the junta's
lobbies established separate channels that are targeted to the new recruits by portraying
military service as fair and conscripts as content with their roles. Cooperation among
these lobbies intensified in 2024, with coordinated propaganda campaigns promoting
their narratives. In some cases, these groups feigned internal conflicts to garner attention
and manipulate public perception.

Another strategy involved diverting attention from revolutionary movements. The
regime framed these movements as losing significance while simultaneously making it
seems that the trivial and attention-seeking content (Pwal Shar) are more appealing to

the audiences on the social media platforms. A widely used platform like Tik Tok served
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as a key tool for this strategy. The regime used such platforms to host quizzes and lucky
draws tied to accusations against anti-junta forces.

A notable case in 2024 was when the criticisms directed at the Senior General Min
Aung Hlaing were coming from pro-military people. Figures such as Pouk Kodaw, Naung
Taw Lay, Kyaw Soe Oo, and Kyaw Myo Min were arrested briefly after expressing their
opinions and then released. Meanwhile, Ngar Min Swe remained in detention.

In summary, 2024 was a year marked by significant challenges for the SAC and its
affiliatedp propagandists. Despite adopting new propaganda strategies, their efforts
largely failed to achieve their objectives. The loss of control over regional military hubs
underscored the regime’s declining influence. The propagandists, tasked with
disseminating false narratives, experienced a humiliating year as their fabrications
increasingly exposed their failures. Ultimately, 2024 can be characterized as a “white flag
year” for the military and its propagandists, signifying their acknowledgment of defeat

amidst their relentless propaganda efforts.
Report methodology

The Red Flag conducted an analysis of 3,104 published pieces of content
collected from 317 social media pages monitored from January 1 to December 10, 2024.
Telegram was identified as the primary platform for observation, followed by TikTok,
YouTube, and Facebook.

The analysis utilized a combination of qualitative and quantitative methodologies
to ensure a comprehensive understanding of the data.

The content kept through the qualitative method was examined with a focus on

the following factors:

e False news and misinformation/disinformation
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e Harmful content
o Content distribution strategies

o Decoding banned/censored words
Through the quantitative approach, it includes:

e Risk Level
o Category
e Issue

o Target (individuals or organizations)

The data were further analyzed using metrics such as color-coded representations,
numerical calculations, and percentages to determine the most frequently used

standards and trends.
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Chapter - 1 Disinformation, Misinformation and Dangerous
Content

During the analysis of disinformation, misinformation, and dangerous content in
2024, the military junta systematically disseminated content to obscure reports of military
casualties and surrenders. The Ethnic Armed Organizations and Forces, which had
advantages in the conflict, were falsely portrayed as perpetrators of racial and religious
hate speech, crimes, discrimination, and oppression against the Bamar people.
Disinformation and accusations were disseminated to undermine public support for the
National Unity Government (NUG), People’s Defense Forces (PDF), revolutionary forces,
and Daw Aung San Suu Kyi.

Furthermore, the junta’s social media channels also propagated content designed
to escalate risks. Opposition forces were framed as instigators of internal civilian conflict,
extermination groups were formed to portray this. Threats were issued via Telegram,
and these groups also engaged in ground-level violence. The pro-military pages
published content to incite the airstrikes targeting areas no longer under junta control,
monitored real-life developments through news presentation style. They not only
targeted individuals and organizations but also businesses and entrepreneurs in arresting
civilians.

This chapter provides a summary of the systematic activities of propaganda pages
affiliated with the SAC. These pages are actively engaged not only in disseminating
propaganda but also in spreading fake news, disinformation, inciting fear, and

promoting hate speech.
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The analysis focuses on significant instances of fake news, misinformation, and
disinformation, rather than providing an extensive account of all content disseminated
throughout the year.

For more comprehensive insights, including daily, weekly, and monthly analyses

of fake news, misinformation, and related issues, please go to The Red Flag's website.
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A. Spreading racial hatred from Rakhine State (Arakan)

At the beginning of 2024, the Arakan Army (AA) launched offensives and gained
control of several townships in Rakhine State. Therefore in the early 2024, in response to
these failures they are facing, the junta employed various tactics to incite racial hatred
against the Arakan people, including distributing hate speech materials both online and
on-site. The Red Flag documented and published reports on the military junta’s racial

propaganda targeting the Arakan people.
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Additionally, the SAC, after losing the battles and most of the control over
townships in Rakhine, sought to escalate the tensions between Rakhine (Arakan) and
Rohingya communities on the ground while amplifying divisive narratives on social

media. Detailed analyses of these actions are available in The Red Flag’s reports.

B.  Enacting the military conscription law and its propaganda

The high rate of troop losses prompted the SAC to enact the Military Conscription
Law in February 2024. This law aimed to provide the junta’s forces and create internal
conflict among civilians to attack each other. Military supporters had long advocated for
mandatory military service on their social media since years before, emphasizing that all
adults should serve. As a result, the number of people leaving the country and to the
liberated areas to escape from the conscription has soared.

In response, the SAC imposed restrictions on international departures, conducted
nighttime household inspections, and forcibly recruited new soldiers. On Telegram, pro-
military channels encouraged the implementation of the Military Conscription Law,
sharing staged photos and videos of the conscripts happily participating in military
training. Although independent media are reporting the act of arresting individuals
under the disguise of forced recruitment, known as porter swal, the propaganda pages
denied the allegations.

It is these propaganda pages that were constantly inciting the narratives that the
act of forced conscription on civilians including elderly individuals in all townships is

critical for the national security and forming freelance army.

C.  The second wave of 1027 operation
The second wave of 1027 operation was launched in late June 2024. During this

operation, the SAC's propaganda pages used tactics involving racial and religious
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discrimination, portraying ethnic armed forces as terrorists. Fabricated narratives were
disseminated to attribute crimes committed by junta troops to the revolutionary armed
forces. The junta labeled all opposition forces as terrorists in an effort to obscure its own
atrocities, including airstrikes and genocides. To further conceal these crimes, the
military junta claimed that defensive actions by ethnic forces as foreign invasions and
falsely asserted that their bombing targets were uninhabited open spaces. These
systematic falsehoods have been meticulously documented by The Red Flag.

China ignored the conflict in northern Shan State. Moreover, the SAC accused
China of supporting the battles and issued threats against Chinese nationals residing in
Myanmar as revenge. Observations by The Red Flag highlighted this rhetoric as part of
the junta’s ongoing dissemination of racial hatred. In an effort to de-escalate tensions
and Chinese nationals being intimidated, China exerted pressure on ethnic armed forces
to control the clashes near the border areas. Once the intensity of the conflict subsided,
the SAC shifted its narrative, ceasing accusations against China and adopting a different
tone such as how the Chinese government is siding with the military, providing
substantial support, and refraining from aiding ethnic armed forces through its media

and propaganda channels.

D. Non-violent resistance, civilian arrests and military operations

Since early 2024, the SAC has closely monitored and suppressed non-violent
forms of resistance, such as the silent strike commemorating the third anniversary of the
coup. The pro-military social media channels encouraged individuals to report
participants in the silent strike. Therefore, those who were accused of participating in the
silent strike had to renounce their involvement due to being threatened.? Shop owners
in Maha Aung Myay gem market (also known as Kyauk Wine), located at 41st and 87th

Streets in Maha Aung Myay Township, were accused of closing their shops in solidarity
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with the strike.® These accusations led to the imposition of fines and a six-month
suspension of business operations.*

Similarly, participants in the flower strike commemorating Daw Aung San Suu Kyi's
birthday faced threats of imprisonment.? Those who took part were apprehended as
mentioned above. Within a span of slightly over three years of military coup, 1,840
civilians have been detained for voicing opposition to the junta or expressing support
for anti-regime forces, whether through social media or other public channels, as
published by Data For Myanmar group on December 3, 2024.2

An incident was reported on different pro-military social media pages and
channels?, involving the resignation of a soldier's wife employed at Farmers
Development Bank (FDB) due to social punishment by her colleagues and to take action
towards them. The report included a summary of the case and screenshots of private
staff group chats, warning of potential consequences for those engaging in criticism or
social punishment to indirectly intimidate critics of the regime. In response, FDB issued
a public statement consisting of seven points, clarifying that the private group chat of six
employees was unrelated to the organization and denying any discriminatory practices
within the institution. However, military propaganda channels linked FDB to the National
Unity Government (NUG) by referencing past donations to the Daw Khin Kyi Foundation.
This narrative was amplified by Eleven Media Group, which reported that FDB's founder
had been the highest bidder for a bronze statue of Daw Aung San Suu Kyi in a charity
auction done by Daw Khin Kyi's Foundation before.

In November, a pro-military propaganda channel on Telegram incited to arrest a
student studying in basic education high school of Shwe Pyi Thar, Yangon, on account
of a TikTok footage. Within hours of the incitement, the student was reportedly
detained.® The propaganda channel further threatened that anti-junta supporters,

regardless of age, would face similar arrests, escalating the regime’s intimidation tactics.
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Throughout 2024, Myanmar nationals (migrant communities) residing in Thailand
became the targets of heightened scrutiny and intimidation. Propagandists often
claimed that individuals in Thailand supporting revolutionary forces, fundraising efforts,
the Civil Disobedience Movement (CDM), or the NUG/PDF were in the country illegally.

Coincidentally in September, Thai nationals and nationalist groups demonstrated
outside the Myanmar Embassy in Bangkok, demanding stricter checks on undocumented
Myanmar nationals and a reduction in work opportunities for them. By October, these
tensions escalated when a CDM teacher in southern Thailand was prosecuted for
teaching the children of Myanmar workers. Propaganda channels further publicized that
the SAC had asked Thai authorities to monitor Myanmar nationals involved in CDM.
These actions have become a risk for the security of Myanmar nationals involving the

revolution in Thailand, increasing challenges from all sides.

E.  Targeted killings and incitement of violence towards civilians

The Kyaw Swar Telegram channel, associated with the military junta, which used
to co-manage another regime-backed Telegram channel of a militia, the Blood-drinking
Group (Tway Tout), actively incited violence to the supporters of NLD party, to
assassinate them at their homes one by one”. As a result, a militia known as Black Death
Squad (Anat Yaung Thay Min Taman) emerged and homicide cases on the ground were
reported back to back.

During the five month period, six homicides were directly linked to these
incitements, with photographs of the victims shared on pro-military Telegram channels.
Cases of targeted killing towards those who opposed the dictatorship continued,
warranting a serious concern.

As a result of their losses in the ongoing conflict in Northern Shan State, the

military junta disseminated threats targeting Kokang communities nationwide, framing
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the actions as part of a larger racial conflict. Indirect threats were propagated through
the People Media Telegram channel, which claimed that letters would be sent to Chinese
temples, including the Kokang Temple and Yunnan Temple in Lauk Kai Township, to
seek their opinions on violence attributed to the Myanmar National Democratic Alliance
Army (MNDAA). These messages included threats, such as reducing Lauk Kai to ashes
like Gaza, and warning against holding the junta accountable if Chinese ethnic
communities, including Kokang, Wa, and Palaung groups, as well as their religious sites,
were attacked.

Additionally, the Barmar Nationalist Defense Group issued a nationwide
announcement threatening the Kokang population, inciting acts of violence under the
pretext of avenging the losses in Northern Shan State. These threats highlight the junta’s

strategy of leveraging racial tensions to divert attention and escalate violence.

F. Religious-based hate speech

Throughout 2024, pro-military propaganda channels targeting Rakhine State
spread narratives accusing the Arakan Army (AA) of torturing and discriminating against
Muslim communities. Nationalist extremist groups, including figures such as Naung Taw
Lay and Pauk Ko Taw, systematically propagated religious-based hate speech. These
groups alleged that other ethnic and religious communities were actively discriminating
against Bamar Buddhists, positioning the SAC as the sole protector of Buddhism and
Myanmar’s national identity.

Nationalist extremist monks, such as 550 Sayadaw U Wasawa and Pauk Ko Taw,
play a prominent role in leading militia groups like Pyu Saw Htee and the People’s Militia
in central Myanmar. These individuals, closely tied to the propaganda network, used
platforms such as the Myanmar National Post, which pretended to be a media outlet, to

disseminate hate speech and misinformation/disinformation.
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The following recommendations are encouraged to take action for the prevention
of misinformation/disinformation and its consequences.

In 2024, as the SAC lost control of significant territories and two key military
command centers, targeted attacks against civilians intensified. The military increased
forced recruitment and violent efforts to replenish its troops. Concurrently, News
suppression mechanisms became more frequent, particularly in late 2024, leading to a
potential barrier in accessing reliable and credible information.

Areas such as Northern Shan, Mandalay, Rakhine, and Kachin were subjected to
heightened SAC propaganda, especially after losing the control of many areas after the
first and second wave of the 1027 operations, which included calls for airstrikes, the
exploitation of racial and religious divisions, and the dissemination of disinformation in
local ethnic languages. Monitoring and countering these activities in these regions
remains crucial to mitigate further harm.

Based on analyses conducted throughout 2024, SAC-backed propaganda efforts
in 2025 are expected to focus on: Undermining revolutionary forces by targeting their
governance mechanisms and territorial disputes, amplifying racial and religious
sensitivities to incite division and violence and lastly, disseminating false information
about security and socio-political issues. To address these challenges, information-
sharing processes-both online and offline-must be implemented to warn civilians. The
SAC's propaganda tactics increasingly target civilians rather than revolutionary forces,
making it important for organizations focusing on civilian protection, political entities,
protest committees, and civil society groups to issue timely early warnings and alerts.

The individuals who distribute misinformation/disinformation are the same
individuals that have studied and learned how to do these tactics. As it involves
examining and taking advantage of the people’s knowledge level, background context,

and vulnerable emotions, it is especially important for associations and organisations to
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work together to respond to fake news during the current wartime. There is equally a
need for a process to be put in place for people to share news with one another within
the communities.

Sensitive matters such as religious/racial propagandas are a tactic that
generations of the military institution had successfully made use of. In relation to
religious/racial matters, in 2024, it has been found that the revolution groups’ differences
in political views have resulted in news and beliefs being shared on social media that
disoriented the public. Due to the military’s propagandas mechanisms and the
differences in beliefs within the revolution groups, more caution is needed while
spreading news in 2025, where the politics and military power are still at strength.

Airstrikes that incite targeted attacks on civilians, military armed with truncheons
and weapons, praising the Pyu Saw Htee militia, actions that encourage the burning of
villages and the wanton killings need to be added to the watchlist of war crimes
observers and they need to be pressured to take actions against such crimes. It is
recommended to always report incidents and share information in emergency response
situations to fake news/ misinformation combatting groups, researchers, civil society
groups that deliver documents and early warnings on critical responses directly to the

public, youth/women groups.
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Chapter — 2 A Study of Propaganda Mechanisms

This chapter will demonstrate the tactics adopted by the military propagandists
expand their use of propaganda mechanisms and how campaigns disguised as

entertainment are being used to attract more audiences.

A. Language extension

It has been seen that the military's propaganda mechanism in 2024 applied
upgraded, unique strategies, different from those of the previous year. In Northern Shan
State, which shares a border with China, the military council, which had lost cities, military
headquarters, and military bases to the ethnic armed groups and allied forces, also tried
to distribute propaganda information in Chinese. Many pro-military channels in both
Chinese and Myanmar languages began to surface on Telegram where the majority of
the military supporters gathered.

Moreover, a military-affiliated channel, Voice of Muslim, emerged claiming to
represent the oppressed Muslim population of Rakhine State. Operating under this
guise, the channel disseminated information in Bengali, to appeal to a broader audience.
During the second wave of the 1027 operation, the channel further disguised its activities
by sharing video interviews in ethnic languages. These interviews portrayed individuals
as war-displaced ethnic minorities, aiming to influence the same ethnic communities into

believing that ethnic armed groups were unnecessary for their protection or survival.

B. On-ground and online connection

A pro-military channel took on the innovative methods to intertwine on-ground
and online propaganda. For instance, screenshots of content from Telegram

propaganda channels were printed and distributed to frontline soldiers within the jackets
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provided to them. Suggestions were made to allow the conscripted trainees to use social
media to extend conscription outreach. Separate online channels were established
specifically for conscription-related purposes. These channels shared staged photos of
conscripted individuals, showing them seemingly happy and candid moments.
Comments and direct message screenshots were also fabricated to create the illusion

that citizens were enthusiastic and willing to join military service.

C.  Back and forth promoting

The SAC's propaganda channels engaged in mutual promotion through
orchestrated conflicts and coordinated sharing of content. These channels frequently
staged arguments and exchanges of derogatory remarks to create and disseminate
information, simultaneously boosting the visibility of all involved platforms. In some
instances, one channel would announce its impending closure and redirect its audience
to another "trusted" channel, effectively promoting the latter as a reliable source of
information. This back and forth promotion allowed the SAC's propaganda network to
maintain a consistent presence and influence across multiple platforms, ensuring the

dissemination of their narratives to a broad audience.

D. Distraction

The military had shared with joy that the resistance movement related posts were
not receiving as much attention as dramatic posts (also known as Pwal Shar in Burmese
slang word) by comparing that, though a three hours long video of influencers having
arguments with each other had 300,000 views, the video of Dr Zaw Wai Soe's talk had
only received 100,000 views to make it appear as though the people are gradually losing

interest in the topics related to the (resistance) revolution.
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In order to expand the distribution of misinformation and to increase the number
of subscribers to their channels, they developed light hearted propaganda content to
attract more audience, posted episodes of different Korean and Chinese TV shows,
created Tik Tok short videos to increase the volume of distribution by collecting
subscribers. Songs and guitar tabs as well as song lyrics are used to create Tik Tok short
videos’ and shared on Ko Thet's Tiktok to attract people’s interest in a lighthearted
manner. Additionally, they developed a pop quiz on alleged destructing events that PDF
was accused of causing, with phone bills as a reward. They used the events from the past
that took place in 2022, made them appear as though PDF had caused these events,
created pop quizzes around location, bridge name, and number of injured by attracting

the audience with a reward of 2,000 kyats phone bill for those who answer correctly.

E.  Propaganda distribution channels

The military propaganda mechanism in 2024 leveraged not only Telegram
platform but also Tik Tok and Youtube more increasingly, to distribute fake news,
misinformation and disinformation. Making their base on Telegram, propaganda
channels such as Ko Thet, Kyaw Swar and Hmine Wai have created more accounts on
Tik Tok and Youtube to expand their distribution of information on these platforms. Kyaw
Swar, who did not use/who was not accustomed to using his own image publicly while
publishing information, established KS Media in 2024 where he began using his own
face for different news presentation methods to analyze the news.

There are over thousands of online propaganda distribution channels that are
directly or indirectly related to the military. In any case, their relations can be proven
through evidence such as the channels’ back and forth promotions, the same timing in
which the information was distributed and the same accounts that managed the

channels. The SAC related propaganda distributing information in 2024 were collected
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and studied through a total of 327 accounts including 162 Telegram Channels, 89
Facebook Pages, 41 Tik Tok accounts, 19 Youtube accounts and 6 channels from other
platforms.

There is a growing number of propaganda distribution accounts registered on Tik
Tok and Youtube platforms, and they are recruiting those in support of not using
Facebook and increasing the use of Tik Tok. Moreover, after the SAC banned VPN usage,
Tik Tok remained as the only popular platform for people to use as it does not require a
VPN in Myanmar.

The well known brands of propaganda distribution channels such as Kyaw Swar,
Banyunt, Ko Thet, Naung Taw Lay, People Media, NP News, Thazin Oo, Kyaw Soe Oo
are working to continuously distribute information on Tik Tok and Youtube. Despite not
having many subscribers or viewers on Telegram, there are other accounts that have
many supporters and viewers on Tik Tok and Youtube. They are Pauk Ko Taw, Ma Pu Tu,
Zaw Bhone Hein, Thusateta, Sniper Su, Aung Moe Kyaw, Ko Maung Maung and their
published contents have been shared widely across military supporting channels and
nationalist extremist forces.

While analyzing the said accounts and channels, it has been found that they can
be divided into categories: Influential groups, Media influenced by the military, Pages
disseminating false information and journalist imposters, Local sources of
mis/disinformation, Ultra-nationalists. More about these groups can be read and studied

in detail through the Online Violence Report written and published by The Red Flag in

collaboration with Beautifiers of Diversity Network in 2023.
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F. Relationships between propagandists and the military

In 2024, a surprising finding revealed that the military was investigating to bring
down the propagandists who were sharing propaganda news for the military and the
nationalist extremist forces. In early 2024, the leader of nationalist extremist forces, Pauk
Ko Taw took the lead at the Army Support Event in Pyin Oo Lwin to request for the
military’s Senior General Min Aung Hlaing to be resigned and replaced with the second
Commander-in-Chief of Defense, Deputy Senior General Soe Win. Pauk Ko Taw was
arrested by the military to be investigated and released within hours. In a similar case,
Naw Taw lay, Kyaw Soe Oo, and Kyaw Myo Min were arrested by the SAC due to their
strong criticisms and were later released. Ngar Min Swe, who was a nationalist extremist,
was arrested and prisoned on charges of undermining national integrity. The nationalist
extremists were a group that expressed their dissatisfaction towards the SAC’'s poor
management and they occasionally shared this dissatisfaction on their social media
channels. Despite wanting to show the freedom to criticise the SAC to their supporters,
they were arrested and sent warnings if these criticisms are directed towards sensitive

topics for the military.

Analysis

The military’s propaganda mechanism has combined the use of past strategies
with the present digital advancements. In the case of sending the frontline grounds with
printed propaganda text, it can be seen that they are taking actions to not lose
connection between online and on-ground. They have occasionally begun to include
foreign and ethnic languages in the regular propaganda text. Despite the occasional
mention of the support of non-revolution related posts, these channels did not stop in
distributing information about the strength of the military, how bad the revolutionary

forces are and the brutal oppression that the SAC holds over the opposing people.
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The expansion of propaganda platforms, including the use of incentives such as phone
bill reimbursements to attract people to follow their pages and channels, represents a
notable development requiring further analysis. Additionally, the implementation of
quizzes and interviews designed to demean and discriminate against opposing forces
highlights an evolving tactic within the propaganda method. Researchers, media outlets,
and social media companies monitoring these trends should remain vigilant regarding

the creation and proliferation of such accounts.
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Chapter - 3 Data Visualisations

In 2024, the data collected by The Red Flag from platforms such as Telegram,
Facebook, Tiktok, Youtube found a total of 3104 dangerous content, disinformation/,
misinformation, and intel for references. Based on this data, a diagram was drawn to

demonstrate numbers on the four main factors: Risk level, category, issue and target.

Risk Level

@® None @ Medium Low @ High @ Extreme

Picture (1) Diagram of the risk level

The risk level diagram includes the black level (Extreme), red level (High), orange
level (Medium), yellow level (Low) and green level (none). The majority of the topics, on
a risk level, are rated red level and orange level.

o In the black level, it includes events where physical assaults, and threats of

elimination are present.
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e The red level includes incitement to abduct in the outside world, incitement to
racial or religious riots, and threats.

« The Red Flag sent out emergency notifications to partners in the Daily Alert
regarding red and black level situations.

o Although the orange level can cause issues, it has a small percentage of
involvement with the outside world. It includes matters that need to be monitored
closely.

o The yellow level and green level situations do not affect the outside world in any
way and are the situations that mainly concern research and monitoring processes

during investigation.

Category

Dangerous
20.0%

Fact-Check
59.8%

Intel
20.2%

Picture (2) Diagram of the category

The data collected by The Red Flag on fake news includes three categories: Fact-
Check (suspicious information), Dangerous and Intel (Evidence saved for research

purposes).
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» Fact-Check (suspicious information) category has a 59.8% chance of being saved
and takes up over 50% of saved information. Such suspicious information was sent
to the partners on a daily or weekly basis to be examined.

o Data regarding killings, abduction, incitation of religious and ethnicity-based hate
were saved 20% of the time. Among them, in some cases, it was found that actions
were taken to inflict harm on the people on ground, too.

e The intel (evidence saved for research purpose) includes issues that require
investigation, issues related to conflict between the SAC and propaganda
distributors, the use of linking to popular topics to campaign and persuade the

people to join the military.

Issue

@ MilitaryOperation @ Generalinfo Ethnicity/Nationality @ Call for Action @ Doxxing
@ Defection @ Crime @ Religious Activation @ Election MilitaryConscription
Spy Rohingya FoE Coverup Leakinfo ReEntry Threat
Electricity N/A

Picture (3) Diagram of the issues

The data collected by The Red Flag, the following related issues influenced the

findings. Ethnicity/nationality (racial incitement), crime (crimes accused of being
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committed by revolutionary forces), call for action (incitement to make things happen on
the ground), and military operation.

Other critical issues collected include religious (religious incitement), doxxing
(searching and revealing the information online to incite abduction), defection (deserting
the army and taking refuge in people’s embrace), military conscription, and spying.
General Info is a category that stores references and evidence useful for the research

process.

Target

® EROs @ NA Foreigners @ Revo @ Civiian @ CDMers @ PDF @ Media

Defectors @ NLD @ NUG Fundraisers Muslims Business Buddhists
Influencer Ethnicity/Nationality Artists/Cele Politician NonCDM
Christians TechComs NGOs/CSOs

Picture (4) Diagram of the targeted personnels and organisations (Targets)

According to The Red Flag’s collected data on SAC's propaganda distribution’s
target on personnels and organisations over the four month period, the Ethnic Resistance
Organisations (EROs) were found to be the most targeted by the propaganda attacks.
The damages include information regarding sensitive matters, for instance, information
regarding the ERO killing, raping, setting fire, insulting Buddhism, recruiting new
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soldiers, portraying them as opium kings and them driving away the burmese people.
Using such information, the military supporters have been working to increase hate
towards the EROs and brand them as terrorist groups that are violating human rights.
Civilians were the second most frequently targeted group in the ongoing
campaigns. Threatening messages, including warnings of arrest, incitement to
bombardments, death threats, and coercion into conscription, are commonly
disseminated. Furthermore, individuals who have provided refuge to deserted soldiers,
participants in the Civil Disobedience Movement, members of the media, People’s
Defense Forces, as well as individuals identified as Muslims, Buddhists, anti-junta
supporters, and foreign nationals, have also been systematically subjected to targeted

attacks.

Spreading hate behind banned/censored words

In order to avoid actions being taken by the social media platforms and to create
an easy-to-remember usage of words, the military sided propaganda distribution
accounts are avoiding the words restricted by the social media platforms, and instead
have created and been using code words to spread hate. Throughout 2024, The Red
Flag have been collecting and decoding the meaning of these code words.

From January till December 2024, The Red Flag has collected a total of 314
wordings from the code words that have been spread. Behind these code words, they
carry the messages that incite interrogation, ethnic killing, ethnic hate, airstrikes and

clearing of an area.

THEm
RED
FLAG

2024 Annual Report for The Propaganda of Myanmar Military Propagandists




White Flag Year of The Military Junta 29

[ of - [of C o
om)s?mqueﬁ Risk Level Ei 0qLEWIV

Low @ None @ Medium @ High @ Extreme @ Unidentified

Picture (5) Diagram of the risk level of the code words

The risk level of the code words collected in 2024 can be measured by 6 different
levels. Black, red, orange, yellow, and green risk levels are defined in the same way as it
was in chapter 3 on the risk level of data collection. The blue colour indicates words that

were not able to be decoded for meaning.

Collection of the code words, and the diagram showing the definition of the words

can be read in detail in the appendix.
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Chapter 4 Conclusion

According to The Red Flag's research in 2024, the worst incident was an
incitement for airstrike through social media followed by a real airstrike on ground. By
connecting online and on-ground forces, the junta was able to commit a war crime that
had killed a large number of people while stating the area as an uninhabited, military
target area. There is a critical need to monitor with caution, to build early warning
systems for air attack incitements , and to record the SAC's air-based crimes in the future.

The online observation has found that the military continued the incitement to
arrest and investigate on ground this year and that the SAC's propaganda mechanism’s
threats to instill fear have been effective. People living in Myanmar are facing a condition
where they have even less freedom to share or make political matters, or criticize the
SAC on their own social media. The pro-military pages themselves also disclosed that
because of their monitoring movements, there have been cases of revolutionary
supporters having to withdraw their participation in the silent strike and flower strike.
Telegram still turns a blind eye on the military’s arrest of a student, who was still in school
to instill fear, and to send a message that if anyone opposes the military, they would be
faced with the same consequences.

Despite direct distribution of information on the military and politics on military
controlled media (Television, Newspaper, Channels) receiving little trust from the public,
the military council's propaganda strategy to create interesting contents to overshadow
the news and distract people from the assaults inflicted by the military calls for caution.
Not only did the SAC commit the heinous murders in Butalin, Sipa village and blame the

crime on the revolutionary forces, they redirected the public’s attention to the Miss
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Grand International 2024 contest with the help of the military's propaganda distribution
channels.

While the use of Al generated fake news and misinformation is being widely
discussed globally, Myanmar’s military propaganda distribution channels are seen to
begin to adopt Al technology to create their contents. Although the majority of the
contents being distributed on the military propaganda distribution channels are in simple
text, images and video forms, it is crucial to begin preparation to protect against and
respond to upcoming dangers caused by the technology as well as situations in which
more false news and misinformation are created.

The SAC, which is losing the war, is in a situation where it must hold a sham
election in 2025, no matter what. Out of 330 townships, 161 townships are preparing to
hold elections, and some political parties are planning to provide armed security.
Following the 2020 election where the NLD party was accused of vote fraud by the
military and the coup d'état lasted for almost a year, the coup military is attempting to
use the election as a political outlet. While resistance forces are emerging all across the
country, there is a need to constantly monitor and respond to the military’s propaganda
distribution regarding the sham election, coercion to vote by neglecting the public
security on the ground, vote fraud, collection of household registration and vote report.
Though the junta is able to make use of technology to systematically repress the
revolutionary forces and the public, they are unable to handle technology-based crime
and financial fraud in Myanmar, as pointed out by the pro-SAC people. In the age of
technological advancement and the proliferation of platforms that can be used to hide
personal information to a certain extent for security purposes, the risk of online criminal
gangs and online scam syndicates should also be monitored.

Although the SAC and lobbies will have to accept significant losses in 2024, they

have little choice but to move forward. The SAC, which declared 2025 an election year,
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is likely to struggle to make sure that it happens as a political outlet. Similarly, as people
become exhausted, as an effect of the long and ongoing war and conflict, propaganda
will repeatedly broadcast that the election is the best way forward for the country, taking
advantage of the increasing unrest. Therefore, this report emphasizes to ensure that the
public receives accurate information and is protected from such propaganda by
providing warning of new methods, new tricks, and new lies in advance.

May this new year be one where everyone reaches their goals.
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